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INPUT INFLUENCES ON AN OPTICAL-ELECTRONIC DEVICE
WHEN MEASURING ANGULAR COORDINATES
OF DISTANT OBJECTS
Peter Getsov, Stiliyan Stoyanov
SPACE RESEARCH AND TECNNOLOGY INSTITUTE
BULGARIAN ACADEMY OF SCIENCES, SOFIA 1113,
ACAD. GEORGI BONCHEV ST., BL.1
E-mail: getsovp@mael.space.bas.bg, stil717@yahoo.com
ABSTRACT: An attempt for specifying the concept of input effects has been made in
the article in order more data to be systematized about them, to be specified the composition
and their effect over the planning and functioning of electro-optical device.
An analysis has been made, showing the impact of the input effects over the
functionality of the electronic-optical device for measuring the position of distant objects
according to angular coordinates.
KEY WORDS: electronic-optical device

The design of complicated measuring systems, electronic-optical devices
(OEDs) being one of them, which ensure measuring coordinates of distant
objects, either of natural or artificial origin, include analysis of the input
influences which helps the optimization of the system.
The article aims to research the input influences, the information about
them is systemized, their content is determined, as well as their impact on the
design and functioning of an optical-electronic device.
Fig. 1 shows a scheme which presents the structure of the environment,
which is divided into physical and technical spheres, and structure of a
spectrophotometer as a sequence of functional systems. The influence of
the physical sphere is presented by multiple input signals (М), which enter
the input hole of the OED and exploitation influences (W), attached directly
to the construction elements of the device.
The input influences (𝑀′ ⊂ 𝑀) include the input signals which greatly impact
the entrance of the system and its functioning. The multiple composition (М')
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 17, 2019
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which has to be analysed at the design is defined by the device’s function. In fact,
the input signals (𝑀′ ⊂ 𝑀) don’t influence the device’s functioning. The input
influences consist of useful signal м1 ∈ М1 whose informative perimeter is
directly or functionally connected with the measuring value and the noises y ' Y
, which deform this parameter until its entrance into the input hole of the device
and it is the reason for errors in the calculations [3, 4, 5]. Thus:
М'= Р' (М1У').
М'= F' (М1),
in the conditions of maximizing the ratio signal/noise.

Fig. 1. Structural scheme of environment and optoelectronic device
The first functional part of the OED is an optical system, being an
optoelectronic transformer, which performs reception and release of the
influences of multiple input signals.
M '  F ' (M1 )

at the condition of maximizing the ratio signal/noise.
The measuring transformer performs the major function of OED–
measuring, i.e. it provides output signal (Z )
Z'= Fi(М').
The system of data processing, which contains a model of the input
environment and OED (𝜃), performs transformation of the input signals and
̅ ) [1]:
evaluation of the angular coordinates of the distant object (М
̅ = 𝐹0(𝑍, 𝜃)
М
The technical sphere also shows some certain influences Т (fig. 1), as well
as noises in the OED Y ' ' .
6
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The system for data processing which contains a model of the input
environment and OED (𝜃) performs transformation of the input signals and
̅ ) [1].
evaluation of the angular coordinates of the distant object ( М
̅ = 𝐹0 (𝑍, 𝜃).
М
The technical sphere also exerts certain influence Т (fig. 1), as well as noises
in optoelectronic device Y.
A useful signal in the OED when measuring the angular coordinates of
distant objects is the radiation of the distant object and information parameters –
direction, which is defined into a standard system of coordinates and the speed of
its position change.
The energy characteristics of the radiation of the distant object are defining
values and not informative parameters of the useful signal [1, 2] and they are
subject to analysis when designing the OED for measuring angular coordinates.
When using relative methods for measuring angular coordinates of distant
objects, a useful signal is the radiation of a distant support object (N).
According to the character of the relation of the noises with the level of the
useful signal, they are adaptive and multiplicative and according to their statistical
features – random and determinative. The random noises cause random errors
which determine the measurement accuracy and the determinative noises cause
systematic errors which are usually corrected algorithmically with the help of the
device.
The short analysis of the input influences and the affecting values considers
not only the function of the OED but also the differences in the used measurement
methods.
The methods for measuring the angular coordinates of a distant object are
divided into absolute and relative, depending on the choice of the start of taking
reports from the measured values.
It is characteristic for the mobile (astronomical, distant) objects to have
determinative parameters of movement which are regulated by the laws of space
mechanics. This allows the optimization of the method choice and certain
construction elements of the OED [3, 4, 5].
The movement of the astronomical object causes determinative nose –
planet aberration: visible change of the location of the astronomical object, its
trajectory, reaching a few angular seconds. Another determinative noise is the
diffraction parallax – it appears because of the end position of the topocentric
distance of the astronomical object and the diffraction properties of the
atmosphere.
The atmospheric noises and refraction phenomena influence greatly the
results from measuring the angular coordinates of astronomical objects from
ground OEDs.
The analysis of the above mentioned factors when designing OED needs to
be supported with considering the specific device structure, its technical
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 17, 2019
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realization and the parts choice. The influencing values can activate the noises
у1 ∈ У1, generated by the device elements if the technical and algorithmic devices
are not designed properly.
The level of the useful signal, which depends on the distant objects, is for
many photoreceivers defined by the image size of the distant object, which can
influence the measuring accuracy of the position of the image centre. The
optimality of the algorithm depends on the correct calculation of the function of
energy distribution in the focal field of the lens. Besides this, it is characteristic
for some types of photoreceivers to displace the image field which depends on the
level of the input signal. This fact is the reason for the appearance of determinative
noises in the optical-electronic device.
The influence of the background radiation from the own light of the
atmosphere and ground sources of light, and the integral radiation of the stars are
part of the parameters which determine the ratio signal/noise in the system [3].
The ratio signal/noise is an important factor and the accuracy of the measuring
transformer in the OED can depend on it.
The spectral density from the radiation of the distant object depends
primarily on the radiation spectre of the Sun an on the properties of the reflecting
surfaces of the distant object. As a result of the atmospheric dispersion and the
chromatic aberration of the optical system of OED, the image of the radiation
source is stretched in the spectre and its energy centre is dislocated according to
the difference in the wave lengths in the maximum of the radiation from the light
source and the maximum of the spectral sensitivity of the photoreceiver. The
reading of these determinative noises is possible when there is information about
the spectral characteristics of the radiation source.
The conducted analysis visually shows the impact of the input influences
and other factors on the quality of the functioning of OED when measuring the
angular coordinated of distant objects.
References:
[1]. Novitzkii, V. Basics of Information Theory of Measuring Devices, Energy, 2008
[2]. Hristov I., P. Getsov, S. Stoyanov, K. Stoyanov, Zh. Zhekov, P. Chernokozhev, G.
Mazadzhiev, Principle of precise positioning of executing working organs with
electromechanical link, Research papers “30 Years of Organized Space Research
in Bulgaria”, Sofia, p. 363–366.
[3]. Yakomenkov G., Basics of Optical-electronic Devices, Moscow, Science, 2007.
[4]. Stoyanov S., I. Hristov, G. Mardirossian, Zh. Zhekov, Optoelectronic tract in
Devices for Registration of Optical Atmospheric Emissions, Scientific conference
“Scientific and Technological Transfer”, Shumen, 2000, p. 42–46.
[5]. Zhekov Zh., I. Hristov, G. Mardirossian, S. Stoyanov, Spectrophotometer for
Measuring the Concentration of Small Gases in the Atmosphere, Research papers
“30 Years of Organized Space Research in Bulgaria”, Sofia, p. 321–325.
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APPROXIMATION METHOD FOR DISCOVERY OF ANOMALOUS
SIGNALS IN OPTICAL-ELECTRONIC DEVICES
Stiliyan Stoyanov
SPACE RESEARCH AND TECNNOLOGY INSTITUTE
BULGARIAN ACADEMY OF SCIENCES, SOFIA 1113,
ACAD. GEORGI BONCHEV ST., BL.1
E-mail: stil717@yahoo.com
ABSTRACT: The research is about registration of signals by optic-electronic devices.
The subject of the current work is research of the approximative methods capability to
discover anomalous signals in an impulse photometric device.
The impulse photometric device ensures a high dimensional and timely resolution of the
intensity distribution by natural optic emissions in the earth atmosphere and also light
interference near the orbital station. The high spectral sensitivity and the dimensional
resolution enable the research of fast processes, including pulsating polar lights, polar arcs,
etc.
When we discover and identify distant objects, the input informational signal is a
continuous process with medium dispersion and correlation function. In the optic-electronic
system the signal is a combination of equal values in time.
KEY WORDS: optic-electronic devices, signal registration.

The research is about registration of signals by optic-electronic devices.
The aim of the paper is to research the use of the approximative methods
to discover anomalous signals in impulse photometric devices.
The impulse photometric device gives a high dimensional and timely
resolution of the intensity distribution by the natural optic emissions in the earth
atmosphere and also light interferences near the orbital station. The high spectral
sensitivity and the dimensional resolution enable us to explore the quick
processes and to receive valuable information for the ecological sphere [2, 3, 5,
6] and the defence [4].
The input information signal  (t ) when discovering and identifying
distant objects is a continuous process with average  2 and correlation function
R (t ) .
In
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the optical-electronic system the signal  (t ) is an aggregate of equidistant
values in time  (ti) ( ti  iT0 ; i  0,1,2...; T0 - period of discretization).
The principle of discovery of a distant object means that noise
(background) signal, which enters in the registering tract of the device, has
anomalous values * (ti) ( i  0,1,2,..., n) to the information signal  (t ) is
approximated by Chebyshev’s method [7] into a polynomial B (ti) with
exponentiation N  1( N  1) , and after that a factual error is calculated:
* (ti)  *B (ti)  * (ti) .

(1)

The a priori distribution of the approximation of  (ti) when there is no
anomalous signal is:
(ti)  B (ti)   (ti) ,

(2)
where B (ti)

– value of the approximation polynomial when there is no
anomalous signal.
If the distribution is normal, it can be admitted that at P  0.99 :
(3)

(ti) P  3  (ti) ,

where  2 (ti)  M (ti)2 ;
M - mathematical expectation.
Consequently, the identification of the limit value of the informational
signal is boiled down to calculation of the dispersion error at the approximation
 2 (ti) .
When calculating the limit value (3) and taking into account that the
greatest anomalous errors in value are caused by the high order digits, it is
necessary to evaluate the maximum number of the high order digits at which the
existing anomalous error can be found with a determined probability РОТКР  0,8 .
The sought value is the ability to discover of the approximation polynomial.
If  (t ) has a known correlation function R (t )   2 k  (t ) [4], the
manifestation of  (ti) is regular and it forms approximation polynomial:
N 1

(4)

 B (ti)  

n

  (tk )Pq , n(k ) Pqn(i) .

q 0 k 0

On the basis of Chebyshev’s polynomial [8],

10
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(2q  1)n ( q )
(n  q  1) ( q 1)

Pq , n(i ) 

(5)

q

 (1) s Cqs Cqs  s
s 0

is
,
ns

where q  0,1,2..., N  1; i s  i(i  1),..., (1  s  1) is a generalized exponent.
Taking into account that i 
be:
(6



n

N 1



k 0

q0

ti
, the dispersion that is important for us will
T0

n
N 1
N 1
 k  (l  k )T0  Pq, n(l ) Pq, n(i )  Pjn(i ) .

i0k  0
q0
j 0

n

2 (ti)   2 1  2

 k  TOV  Pq, n(k ) Pq, n(i )  


When calculating the current factual error at the approximation (1), it is
considered that an anomalous signal is registered at position ia , which has an
anomalous error   , i.e.

 (ti) 

(7)

 (ti)   

at i  ia

 (ti)

at i  ia .

*

If we substitute equation (7) in (5) and the results are applied to (1), we receive
the following for the factual error:
N 1

* (ti)  (ti)   Pq, n(i) Pqn(ia )  i, ia   ,
q 0

1, i  ia

(8)

where

ia 

0, i  ia

Analysing (8) together with (3), we notice that when the predefined probability
of discovery РОТКР  1 , and we can conclude that the minimal value of the
anomalous error is:
(9)

 

2 (ti) P
N 1

 Pqn(i) Pqn(ia)i, ia

.

q 0

This allows the conclusion that the ability of the approximation
capabilities of the approximation method when registering anomalous signals
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depends on the kind of the input information signal in the optical-electronic
device and especially on the type of it correlation function.

[1].
[2].
[3].

[4].

[5].

[6].

[7].
[8].

12
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DISCOVERY OF DISTANT OBJECTS BY MEANS OF
OPTIC-ELECTRONIC DEVICES, LIKELIHOOD RATIO
WHEN THE SIGNAL IS ABSOLUTELY UNKNOWN
Stiliyan Stoyanov, Anton Antonov*
SPACE RESEARCH AND TECNNOLOGY INSTITUTE
BULGARIAN ACADEMY OF SCIENCES, SOFIA 1113,
ACAD. GEORGI BONCHEV ST., BL.1
E-mail: stil717@yahoo.com
*KONSTANTIN PRESLAVSKI UNIVERSITY OF SHUMEN, 115 UNIVERSITETSKA
ST. , SHUMEN 9700,
E-mail: antonii.a@abv.bg
ABSTRACT: The signal registration from distant objects is one of the major problems
which concerns many scientists who work in the field of the space physics and the distant
methods in the visible and the close infrared part of the optic spectre.
For most of the systems which discover distant objects, a very small a priori probability
for presence of a signal is characteristic and the a posteriori information becomes
proportional to the likelihood ratio.
To solve practical problems, the probability relation is conveniently presented by means
of dividing the density to the discovery probability.
KEY WORDS: distant objects discovery, likelihood ratio.

The registering of signals from distant objects at different background
brightness is one of the major problems which concern a wide spectrum of
scientists who work in the sphere of space physics, distant methods, ecology [1,
2, 3, 4, 5, 6, 7], as well as in the sphere of defence [8, 9].
If there is not any a priori information about the presence of a signal, and
this is a common situation when searching and finding, then the only thing
which can be concluded from the observations is the likelihood ratio. Sometimes
in such situations we assume that the presence and the absence of a signal are
equally probable, i.e
P ( S )  P (O) ,
where: P (S ) – a posteriori probability for signal presence;
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 17, 2019
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P(O) – a posteriori probability for signal absence.

It turned out that the likelihood ratio absolutely characterises the
probability of signal presence in the experiments.
An extremely small a priori probability for signal presence is characteristic
of most of the systems for observation, i.e. P(S) << 1, and the a posteriori
probability becomes proportional to the likelihood ratio.
In order to solve practical problems, it is convenient to express the
likelihood ratio by means of distribution of the probability density of the
experiments. First the likelihood to obtain realization is considered when there is
no signal P(Y/O), i.e. when the experiment y(t) is only noise.
During the experiment for a period of time  , with interludes of H
intervals, and at the end of every interval (at points t1 , t 2 …, t i …, t H ) reports
are recorded yi  y(ti ) , with corresponding for the given situation values of the
noise at moments of time t i . All the records for the time  form the kind of Y,
which can be seen as H-dimensional vector with components y i , where i = 1, 2,
…, H, and the noise value in every moment t i is within the range y i to yi  d yi ,
i.e:
y1  ni  y1  d yi .

(1)

When using the information from the probability theory about the ratio
between the probability Р and the density probability  (x) of a random variable
Х with possible values x, we get:
(2)

 ( x)  lim
x0

P( x  X  x  x)
,
x

and at multidimensional distribution:
(3)

 ( x1 , x 2 ,..., x n ) 

x1  X 1  x1  x1 ,..., x n  X n  x n  x n
.
x1 x 2 ...x n
x1 ,...,xn 0

lim

On the basis of (3) the following is derived:
(4)

P(Y / O)   n ( y1 , y 2 ,..., y H )dy1dy2 ...dyH .

The following short version of the equation can be written:
14
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P(Y / O)  N (Y )dY ,

(5)
where:

dY  dy1dy2 ...dyH – element of the volume from the Н-dimensional
space;
– Н-dimensional distribution of the probability of
 N (Y )
the noise.

Using analogy, the likelihood of presence of Y in an element from the
volume dY when there is a signal is:
P(Y / S )   (Y / S )dY ,

(6)

where:  (Y / S ) – conditional density probability for realization Y for a mixture
of the signal with the noise.
Considering formulas (5) and (6), the equation for the relationships of the
conditional probabilities for realization, which are defined as likelihood ratios, it
is marked by A p and we get:
(7)

Ap 

 (Y / S )
.
 N (Y )

Often the mixing of the signal with the noise represents by itself an
algebraic sum, i.e. signal and additive noise. It is a common scenario in practice:
yi  ni  S i ,

(8)
where:

ni
Si

–
–

value of the noise at a moment of time t i ;
value of the signal at the same moment of time.

In this case the probability of realization of the value y i coincides with the
probability of the noise with the values ni  yi  Si . That means that the
probability to receive an ordinate y i in realization which contains a signal
coincides with the probability to receive an ordinate yi  S i in a realization
which contains only noise. Therefore, we get the following at additivity of signal
and noise:
(9)

(Y / S )  N (Y  S ) ,
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 17, 2019
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And from here:
(10)

Ap 

 N (Y  S )
.
 N (Y )

For a likelihood ratio of a signal with unknown parameters we will
consider a situation when the signal depends on certain parameters A1 , A2 ,..., Ak
and the time, i.e. it can be described as:
(11)

s (t , A1 , A2 ,..., Ak ) ,

And these parameters are not absolutely unknown; we do not know the shape of
the signal and we know only the realization Y. We suppose that the perimeters of
the signal have a random characteristics a k and we know the probability density
 A of their value at a certain moment of time:
 A (a1 , a 2 ,..., a k ) .

(12)

Then the dependency of the likelihood ratio P(Y/O) by the signal does not
depend on  N (Y )dY , and the probability P(Y/S), which was achieved at the
given realization at the presence of a random possible signal, is defined by every
possible value of the parameters.
In order to define P(Y/S) we use the formula of the full probability for a
certain event В, which occurs with probability P ( B / Aj ) with the condition to
realize the event Aj , which occurs only with a certain probability P ( A j ) :
P( B)   P( A j ) P( B / A j ) ,

(13)

j

and hence  P( A j )  1.
j

In this case for the event Aj , all the parameters of the signal fall into the
given system in the interval
(14)

a j1  A1  a j1  a j1 ,..., a jk  AK  a jк  a jк ,

and so the full set of indexes ( j1 , j2 ,..., jk ) is necessary to ensure the full
coverage of the k-dimensional area of the possible values of the parameters
16
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A1 , A2 ,..., Ak . Due to this the probability P ( A j ) is expressed by the density of the

parameters distribution  A (a1 , a2 ,..., ak ) :
P( Aj )   Aj (a j1 , a j 2 ,..., a jk ).a j , a j 2 ...a jk .

(15)

The conditional probability P ( B / Aj ) is by itself the likelihood of the
realization Y to fall into an element of the volume dY, on the condition that the
parameters lie in a set interval and they have exactly set values
a1  a j1 , a2  a j 2 ,..., ak  a jk :
P( B / Aj )  P(Y / a j1 , a j 2 ,..., a jk )   (Y / a j1 , a j 2 ,..., a jk )dY .

(16)

If we substitute (15) and (16) into (13) we can see that the sum in (13)
looks like an interval and when the intervals a j1 , a j 2 ,..., a jk are close to zero,
it turns into a k-fold interval:
(17)

P(Y / S )  dY   (Y / a1 , a2 ,..., ak ) A (a1 , a2 ,..., ak )da1da2 ...dak ,
k

and the likelihood ratio becomes:
(18)

Ap 

  (Y / a , a ,..., a )
1

2

k

k

A

(a1 , a2 ,..., ak )da1da2 ...dak

 N (Y )

.

If we express the relationship:

 (Y / a1 , a2 ,..., ak )
 AP| (a1 , a2 ,..., ak ) ,
 N (Y )

(19)

we get the final equation for the likelihood ratio:
(20)

Ap   A|p (a1 , a2 ,..., ak ) A (a1 , a2 ,..., ak )da1da2 ...dak ,
k

where: A|p (a1 , a2 ,..., ak ) characterises the probability of signal presence with
certain parameters (a1 , a2 ,..., ak ) .
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 17, 2019

17

We can conclude that with random parameters ( А1 , А2 ,..., Аk ) , which have
density probability  Aj (a j ) , their integration according to all of their values
gives the mathematical expectation or average value of the likelihood ratio. This
is the way (20) defines the probability for signal presence at different possible
values of its random parameters.
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Shumen University is a school of higher education which offers a wide range
of programs within 21 professional areas and 7 fields of higher education, in all
degrees of education, as well as within the system of continuing education. The
effective management of its complex structure including 5 faculties with different
profiling, a College and a Department for Information, Qualification and
Continuing Education necessitates the collecting, organization, analysis, releasing
and storage of a large volume of information of various nature.
The academic management puts considerable effort into the proper selection
of the objects of monitoring, the sources and methodology for collecting
information, the aspects of its analysis, the levels of releasing it, the ways it is
stored, the control on the activities related to the management of information. The
collecting of various types of information databases is not an end in itself but a
means for making effective and adequate executive decisions.
The available information databases are connected to different elements of
the System for Monitoring, Assessment, Facilitation and Management of the
Quality of Education and the Academic Staff (Quality Control System): the status
of the university documentation and procedures for its updating; the profile of the
The present study is conducted with the financial help of Project № RD-08-91/31.01.2019, The“Scientific
studies” Fund, Konstantin Preslavsky University of Shumen.
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students and their collective, group and personal interests; the professional selfrealization of the university graduates as an indicator of the adequacy of education
programs etc.
In accordance with the requirements of the established Quality Control
System for achieving more efficient management in all its activities and an
internal quality facilitation, the management body of Shumen University and its
main and auxiliary structural units continuously collect and analyze information
of various kinds, as follows:
Within the domain of education:
 Pertaining to the development of the student admission campaign, the
level of fulfillment of the planned admission quota for students and the interest
towards the programs at the university;
 Pertaining to the organization and the improvement of the effectiveness of
the process of education, as well as the improvement of the education programs
(for bachelor`s and master`s degrees and continuing education);
 Regarding the practical training of the students and their professional selfrealization;
 Regarding the availability of material and technical resources and the
development of computer support of the education process, the communicative
facilitation and connectivity, the development of information resources including
those of the University library etc.
 Pertaining to the levels of satisfaction of the students with the process of
education and of the employers regarding the quality of work of the apprentices,
trainees and university graduates at their places of work;
 Concerning the opinions and recommendations from the students and the
employers regarding the education programs, the contents of the curricula and
courses, the practical student training;
 Regarding the activities related to the incoming and outgoing student
mobilities for studying and training; the completed procedures for recognizing
and accepting foreign graduation diplomas and periods of exchange at universities
abroad etc.;
 Regarding the availability of teaching staff for upholding the education
process, the annual work-load of the teaching staff etc.;
Within the sphere of the communal and living issues of student life: allocation
of grants, providing aid to those in difficult and disadvantaged situations as well
as to persons with disabilities, accommodation and communal feeding.
Within the sphere of research activities and staff career development:
 Artistic and research activities of the academic staff - publications and
citations in peer-reviewed editions and especially in SCOPUS and Web of
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Science, as well as issues related to the publishing of research in internationally
renowned databases;
 Project activity - managing the internal university project terms, the timely
preparation of documents and the progress of work on national and international
program projects;
 Doctoral training - timely updates to the university Standard for the
Training of Doctoral Students; monitoring of the upholding of the S tandard; the
Doctoral Training Center activities for organizing group forms of training; timely
attestation, confirmation and doctoral defense; issues related to doctoral training
etc.;
 Staff career development - announced and successfully completed
procedures for the recruitment of academic staff etc.;
 Participation of doctoral students in research and publishing, artistic and
competitive sporting activities and events.
International cooperation and international education programs:
 Realization of the Erasmus/Erasmus Plus program and other international
education programs and BA/MA student-, doctoral-, and staff mobilities incoming and outgoing;
 Duty travel abroad of academic staff in terms of type, geographic range,
main structural units;
 Activities for the realization and optimization of international relations,
contracts and agreements for international cooperation etc.

Accreditation and post-accreditation monitoring and control:
 Timely development of programs of measures and fulfillment of
recommendations by the Accreditation Committee and the standing committees
of the National Assessment and Accreditation Agency from the institutional and
program accreditations and the post-accreditation monitoring and control
procedures;
 Preparation and realization of program accreditations of professional
fields and doctoral programs;
 Preparation and realization of post-accreditation monitoring and control.
Functions of the Internal Quality Control System:
 Fulfillment of the priority fields from the Working Program on Quality;
 Application of the Student Assessment and Evaluation System (PointGrading and Rating System) and the expanding of its functionality;
 Application of the Credit Transfer System;
 Upholding of the academic and education standards;
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 Surveying the opinion of newly-enrolled students; the students` opinion
on the process of teaching particular disciplines; the opinion of graduating
students and university graduates on the entire course of education;
 Surveying the opinion of employers on the new and updated BA and MA
programs;
 Surveying the requirements of employers and branch organizations
regarding the parameters of the training within the education and qualification
degrees.
Along with the aforementioned branches, information is collected regarding
the activities of the Faculties and the University centers and structural units
(University Library, Center for Career Development, University Publishing
House, Department of Finance and Accounting etc.)
Depending on the purposes of the information different methods of
collecting are employed, namely:
 Surveys - they are the most popular way of collecting information from
the applying students, enrolled students, staff and employers;
 Collecting opinions, references and reviews from employers,
representatives of branch organizations and interested parties, organizing
meetings;
 Meetings between the class tutors, faculty and department chairs with
students;
 Planned and thematic audits, organized by the University Quality Control
Committee;
 Internal faculty reviews by the academic management;
 Reports from the departments, faculties, university centers and other
auxiliary structural units;
 Control visits on the spot in the respective structural units by different
academic management bodies;
 For the preparation of information for external institutions etc.
Information is collected in a planned manner as well as in cases of special
necessity. The main participants in the process of collecting and analyzing the
information are the staff members of different university structural units and at
different levels - at faculty level and at university level. Directly engaged in the
collecting and analyzing of various sorts of information are also the student
management bodies.
The character of information and the methods for its collecting show that
external interested parties participate in this process in different ways, namely in
the face of representatives of business, various organizations and institutions,
which ensures the continuous cooperation with them and connectedness to
practice and implementation.
The information is analyzed and presented to different bodies for reviewing
and making executive decisions - namely, to those of the Academic Council, the
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Rectoral Council, the Faculty and Department Councils, the General Assembly of
the University, the General Assemblies of the Faculties.
In addition to serving institutional needs, information is provided externally
for the annual editions of the rating system, statistical purposes etc.
The information is published in paper-based form, at the university website
and on the web pages of the faculties, centers and departments depending on its
purpose.
The University Quality Control Committee collects data regarding the
activities of the main and auxiliary structural units by means of planned general
and thematic audits.
All audits include BA/MA students and/or doctoral students. These undergo
training and orientation regarding their participation in the audit and are equal
members of the auditing teams: taking part in the reviewing of documents, the
meetings with the academic staff, the discussions within the team, the reporting
of the findings etc. A positive practice is the fact that the members of the auditing
team are not members of the audited faculty, which provides the opportunity for
comparing the established educational and managerial practices within the
different structural units and is a sort of exchange of experience. The auditing of
the auxiliary structural units allows for the detailed observation of the work of the
various administrative offices and specialists.
The University Quality Control Committee and auditing committees also
include representatives of the trade unions.
After the processing of the data received in the course of the audit, the
findings, analysis and recommendations are presented to the respective faculty
and department management bodies for taking corrective actions.
Part of the information collected at the university has to do with the level of
availability of resources for the education process in terms of material and
technical base, staff, information and financial resources.
Providing the necessary material, technical, information and financial
resources is an important part of the University Development Strategy. The
primary tasks in achieving the main goal of the Strategy include an up-to-date
education and research infrastructure; highly-qualified academic staff; the
application of modern methods and technologies in the education and research
activities.
Strictly monitored are: the observation of the requirement of the Higher
Education Аct for employing staff with academic rank under basic legal terms of
employment to lead at least 70 percent of the lecture courses within the
curriculum; the availability of properly approved documentation pertaining to the
process of education - job descriptions, curricula and syllabuses for all programs
and disciplines. The observation of these requirements is a compulsory element
of each annual institutional audit whose objects are all main structural units with
the professional areas and BA and MA programs they offer.
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 17, 2019
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Information is constantly gathered regarding the available resources for
education activities and their financing. The information is provided by the
responsible structural units - the Finance and Accounting Department, the
Department of Education Administration, the Chief Specialist of the Department
for Academic Staff Research and Development, the Department of Human
Resources, the Center for Career Development, as well as the main structural
units. This information serves as a basis for making decisions regarding the
renovation of the resources and facilities in all their aspects. The information is
taken into consideration by different management bodies.
The effectiveness of the methods applied within the System of Quality
Control is evaluated on the basis of the specific results from its functioning in the
university activities, regarding the correspondence between the achieved results
and the set strategic goals and tasks.
Information is gathered and analyzed in terms of the interest towards the
education programs provided at Shumen University as well as about the profile of
the student body. Such information is acquired via the “Enrolment Campaign”
module of the Internal Information System for Administrative Facilitation of the
Shumen University. The interest towards the programs is analyzed during the
analysis of reported results from the current Enrolment campaign and during the
planning of the next campaigns, as well as cyclically during the entire period of
realizing enrolment activities.
Information regarding the university activities for fulfilling its mission
statement and strategic goals is constantly being collected, summarized and
analyzed. The gathered information is systematically analyzed regularly, at
different intervals.
Annual summary reports are presented to the Department and Faculty
Councils and the Academic Council containing information about:
 The results from the Enrolment campaign (in November);
 The results from the realization of the projects financed by the national
budget (in January);
 The results from the research and artistic activities of the academic staff,
the students and the doctoral students (in February and March);
 The realization of the Working program on the observation, facilitation,
assessment and management of the quality of education and the academic staff
(in October);
 The results from the activities of the Center for Career Development (in
March);
 The activities of the University Library (in February);
 The activities of the University Publishing House (in November);
 The activities of the consultative organs of the Academic Council.
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The rectoral management body reports to the University General Assembly
annually on its activities during the year. The deans also report to the Faculty
General Assembly of their structural units.
The information is summarized and analyzed in the mandate reports of the
rectoral and dean management before the General Assembly of the
university/faculty.
All documents are available to the academic community at the internal
information network of the university (Uninet). The results from the analyses are
discussed at various management forums and the decisions are made public.
Information is collected based on the institutional audits and internal
university reviews which encompass the entire range of indices regarding the
effectiveness of the Quality Control System: the financial, organizational, expert,
informational, materially-technical facilitation of the education process, the good
practices, trends and issues. The university audits evaluate all main structural
units, the activity of the Faculty Councils, Department Councils, the committees
within them (8 audits per unit); the BA/MA programs organized by the units are
audited based on the criteria stipulated in the Quality Control and Monitoring
Manual. In general, during the last 5 years have been completed 35 general audits
of the main structural units, 69 department audits, 34 audits of auxiliary units.
Within the thematic audits have been assessed the activites of 1) 28 departments
regarding the education process in 51 doctoral programs; 2) 15 science and
research centers; 3) 57 BA- and 77 MA programs regarding the practical training
they provide. 36 reviews of different themes have been completed by the Dean`s
Offices within the faculties.
The annual Project on Quality is planned based on the results from the audits
with an emphasis on the monitoring of a particular sphere of the application of the
Quality Control System.
The members of the Quality Control Committee participate in these projects
along with representatives of the academic structures responsible for the particular
sphere, students, doctoral students, practitioners. The results of the projects have
been presented at 3 round tables with the participation of the the members of the
Quality Control Committees at the levels of University and Faculties, the vicerectors, the deans and vice-deans, representatives of the administration and
students and are available to the academic community within the internal
information network, in the “Education Quality Management” category,
subcategory
“Quality
of
Education
University
Projects”
(http://uninet.shu.bg/upravlenienakachestvoto/proekti/. )
The project-related publications include two collective monographs and 19
articles.
One of the main aspects of the University Quality Control System is the
monitoring of the updating of the already existing programs and the development
of new ones and of documents pertaining to the process of education. The
JOURNAL SCIENTIFIC AND APPLIED RESEARCH Vol. 17, 2019

25

University and Faculty Quality Control Committees monitor the approved
curricula through the system of auditing and within the process of internal
reviewing. The fundamental documents pertaining the methods for approving,
modification and augmentation of the curriculum are generally observed. The
documents pertaining to the process of education are prepared by the
Departments, approved by the councils of the main structural units, undergo
expert assessment by the Committee of Education and activities and Educational
Policy and after being approved by the Academic Council, are approved by the
Rector. The procedure for the development and updating of documentation
regulates the participation of students and other interested parties in the process
of approval, monitoring and updating of documentation pertaining to the
education process.
The information about the number of students with active status and those
who have interrupted their education is stored in the university`s internal
information network and is made available to the Register of Active and
Suspended Students of the Ministry of Education. The main structural units and
the university in general monitor the processes of development and realization of
the students, as well as the percentage of suspended students and dropped-out
students.
As per the University Quality Control System, the Departments are
responsible for analyzing the results achieved by the students after each
examination term in order to take the necessary measures regarding registered
cases of problematic process of education.
The summarized information about the university shows that for the period
between 2014/2015 and 2018/2019 the average number of suspended students per
year is 937.6 (see Table 1), drawing attention to the decreasing number of
suspensions and drop-outs during the last 2 years.
Table 1. Number of suspended and dropped-out students for the period of
2014/15 – 2018/19
Academic year
2014/15
2015/16
2016/17
2017/18
2018/19

Number of suspended
students
1097
1190
1173
831
397 for 1 semester

The “Students” category of the Internal Information System can provide
information regarding the development and the results of the students as well as
26
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regarding the percentage of suspended students at any point. The students` results
are monitored also via specific inquiries at the Dean`s Office twice per year in
relation to applications for scholarships and the forming of groups and streams for
the education of the students at the beginning of each semester. The results are
also taken into consideration when considering the granting of permission for the
development of a BA/MA thesis, as well as for the selection of students for
international mobility programs.
The “Curricula”, “Teaching Staff” and “Teaching Load Distribution”
modules serve to collect and organize information regrading the individual work
load of each member of the teaching staff, as well as regarding the facilitation of
the courses within the BA and MA programs and specialities; regarding the status
of the courses, groups and streams in which the process of education takes place.
The main systematically applied instrument for studying the opinion and the
satisfaction of the BA/MA students and doctoral students with the quality of
education as a means of feedback is the use of surveys.
Surveys are made regularly among students of all years and the results are
discussed at department and faculty meetings. Their purpose is to summarize the
students`opinion regarding the curriculum, the class schedules, the work of the
teaching staff and the administrative services provided.
The university has an established system for surveying the students with
developed survey cards for :1) newly admitted students; 2) doctoral students; 3)
surveying the opinion of students regarding the education process for a particular
subject; 4) surveying the opinion of graduating students; 5) tracking the
professional realization of university graduates. The schedule for surveying
students as well as for the discussing the results from the surveys by the
Department Council and the Faculty Council are part of the Working Program for
the Monitoring, Assessment, Maintaining and Management of the Quality of
Education and Academic Staff. The results from the survey are digitally processed
with the “Survey” software. They are summarized by specialitiy, faculty and for
the university in general. The summarized results are presented to the academic
management for further analysis and executive decision-making. The results are
available to the academic community on the Internal Inforamtion Network
(Uninet), in the separate section “Surveys”.
Within a 4-year period surveys have been made of the opinion of 2185
newly-admitted students; 4214 graduating students and 3378 graduates; 4191
students have taken part in the assessment of academic subjects; 174 doctoral
students have expressed their opinion regarding the problems encountered in the
process of education in doctoral programs. 2984 other student participants in the
“Student Practices” project and 1877 in the “Student Practices - Phase 1” Project
have given their opinion on the programs they participated in. Information
regarding the levels of satisfaction is also provided by the class tutors, who have
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direct observations on the process and development of education in their assigned
student groups.
The results from the surveys have been discussed at 66 department Council
meetings, 28 Faculty Council meetings as well as at a round table entitled “The
Professional Realization of Shumen University Graduates - Monitoring, Trends,
Problems”. They have been taken into consideration in the preparation and
development of new academic courses, the updating of the subject content,
determining the forms of independent student work and extra-curricular activities
etc.
The opinion of the users is taken into consideration at different levels department, faculty, university - and is reported by means of the following main
forms of feedback: direct communication with supervisors of student practices resource teachers, managers of institutions and structures within the fields and
areas for which Shumen University prepares specialists, who participate in
discussing the requirements for the preparation and training of the students in the
professional areas; meetings with representatives of the employers in the process
of discussing future contracts and agreements, during procedures of program
accreditation, the discussing of education documents and the efficiency of
opening new education programs etc., surveying.
The surveys are organized by the University Quality Control Committee and
the Center for Education Quality Control in cooperation with the Center for
Career Development and the main structural units, as well as the administrating
departments. The surveying is done on the basis of an established model for a
survey card for employers.
The results from the survey are also made available to the academic
community on the Internal Inforamtion Network (Uninet - http://uninet.shu.bg).
Employers also express their opinion on the education and training of the
students, the necessary changes to them and the forms of cooperation between
education and practice. This is done at meetings with expert groups on
accreditation (245 employers), via the coordination of documents, in discussing
changes to curricula and syllabuses, by presenting reviews and statements,
participating in committees for the development of self-evaluation reports etc.
(over 160 participations). In their role as mentors and teacher-tutors,
representatives of employers`organizations have shared 1877 statements on the
participation of students in the “Student Practices - Phase 1” Project and in the
apprenticeship practices.
The Center for Career Development has a Register of the Companies and
Organizations where students and doctoral students from Shumen University have
their apprenticeships and practices or find professional realization. Currently, this
register includes 793 companies and organizations with an added number of 45
during the period of monitoring.
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All of the above gives reason to draw the conclusion that Shumen University
collects and analyzes the necessary information pertaining to the realization of the
Quality Policy and the functioning of the University System for Monitoring,
Assessment, Facilitation and Management of the Quality of Education and the
Academic Staff. This process includes the participation of students, doctoral
students, academic and administrative staff, external interested parties. In internal
audits the auditing parties, according to the requirements of the System for Quality
Control and Monitoring, include representatives of the students, the employers
and trade unions and their opinion is taken into consideration in working on the
improvement of the activities and quality.
The university gathers and analyzes information about the education
resources, the effectiveness of the methods applied by the System for Quality
Control, the realized procedures related to the monitoring, updating and approval
of the university documentation, the level of satisfaction of the students with the
quality of the education process and their level of success. The analyzed
information is used in the making of executive decisions at all levels for enhancing
the quality of the theoretical and practical education for the purposes of a more
successful professional realization of the students.
References:
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ABSTRACT: Aging is considered in the context of various abiotic stresses, such as
water deficit, high temperature, salinity, cold, heavy metals, mechanical wounding, UV
radiation, etc. It is well known that the extreme level of these factors can be reflected in sharply
increased production of reactive oxygen species. Reactive oxygen species interact with cellular
biomolecules, such as lipids, proteins and DNA and can play an important role in cell injury.
At the same time, fungi are an appropriate model system in different research areas, including
aging. Testing of ligninolytic fungi in space conditions is forthcoming. However, it is unknown
how the conditions of microgravity would affect fungal cell aging and enzyme production.
Determination of the long-term physiological responses and adaptation to the space
environment is of great importance for fungal enzyme production as well.
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1. Aging and oxidative stress
Among all existing theories, the free radical/oxidative stress theory is the
most plausible and currently acceptable mechanism to explain the ageing process.
This theory is based on highly reactive oxygen species (ROS) and their
interactions with biomolecules [1]. Aging is considered in the context of various
abiotic stresses, such as water deficit, high temperature, salinity, cold, heavy
metals, mechanical wounding, UV radiation, etc. It is well known that the extreme
level of these factors can be reflected in sharply increased production of reactive
oxygen species (ROS), e.g. hydrogen peroxide (H2O2) and superoxide anion
radicals (O2 –) [2,3]. ROS interact with cellular biomolecules (lipids, proteins and
DNA), and can play an important role in cell injury [4]. Aging is a process
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involving progressive loss of tissue and organ function over time [5]. Various
diseases such as rheumatoid arthritis, Alzheimer’s disease, Parkinson’s disease,
cancers, etc. are also initiated by reactive oxygen species [6].
2. Fungi are an appropriate model system for studying aging
Many authors postulated that aging is ubiquitous among animals and even
fungi. They assumed that mechanisms of aging are well-conserved among living
organisms and those conclusions drawn from studies carried out on the
Saccharomyces cerevisiae may be extrapolated to human beings [7, 8].
At the same time, fungi are an appropriate model system in different research
areas [9,10], including aging [11,12,3]. They are easy to cultivate under laboratory
conditions, possess a complexity of organization that is much lower than that of
higher organisms, and different species are well suited for genetic analysis of
various phenomena and pathways [13].
3. Lignocellulolytic fungi in space
Lignocellulolytic fungi produce a variety of lignocellulolytic enzymes which
are responsible for the biodegradation of lignocellulosic agro-wastes in nature.
Fungi producing lignocellulolytic enzymes include species of ascomycetes,
basidiomycetes, including white rot fungi, brown rot fungi and several anaerobic
species that break down cellulose in the gastrointestinal tract of ruminants. Most
of these lignocellulolytic fungi have been found to express enzyme activities like
filter paper activity (FPase), endoglucanase, exocellulase, β-glucosidase,
xylanase, glucoamylase, manganese peroxidase (MnP) and protease.
Extracellular oxidative enzymes (oxidoreductases) secreted by lignin degrading
fungi, play an important role in degradation of plant cell wall containing the
lignocellulose components during the fungal growth [14].
The fungal species Daedalea quercina [15] and Trametes trogii [16] have
been an object of research in various studies. The brown-rot fungus Daedalea
quercina (Fig.1) produces the ligninolytic enzymes laccase and Mn-dependent
peroxidase. This species has been examined for its capability of producing
antioxidant and anti-inflammatory compounds as well [17]. Trametes trogii
(Fig.1) is a member of the white-rot fungi family. Its representatives can produce
unique extra-cellular oxidative enzymes, including lignin peroxidase (LiP), Mnperoxidase (MnP) and laccase, and the latter is the dominant one [18].
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Daedalea quercina

Trametes trogii

Fig. 1. Both strains belong to the Mycological collection of the Institute of
Microbiology, Sofia, and they are maintained at 4°C on beer agar, pH 6.3.
Testing of fungi that degrade lignocellulosic wastes in space is forthcoming.
It has been reported that many laccase isozymes show exceptionally high thermal
stability [19]. However, it is unknown how the conditions of microgravity would
affect fungal cell aging and enzyme production. Determination of the long-term
physiological responses and adaptation to the space environment is of great
importance for fungal enzyme production as well. The effect of space and space
flights on the survival of microorganisms was first recorded in 1935 [20].
Although cellular response mechanism in response to microgravity condition
have been studied in S. cerevisiae [21] analogous research in ligninolytic fungal
species has yet to be undertaken. There are no data about changes in ROS level
under space conditions in fungal strains that may prove useful in future biomass
conversion strategies involving lignocellulosic materials.
4. The challenges of spaceflights
Spaceflights expose all organisms to several major stress conditions, such
as space radiation, microgravity, vibration, pressure and other low shear
environment. These factors affect their survival rate and physiology. To evaluate
the risks of causing infections or allergies by fungi on board spacecraft, it is
necessary to understand how they grow in the new environment and how their
characteristics change in space.
Safety is an important issue with fungi space experiments. They may
‘escape’ from the closed experimental environment into International Space
Station (ISS). Because of this, tests should be done for the viability of fungi and
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their spores in the environment of ISS. The atmosphere of ISS has a pressure and
gas composition substantially similar to earth atmosphere at sea level. Pressure is
kept stable because if the pressure were to drop too far, it could cause problems
with the Station equipment. The main difference between Earth and ISS
atmosphere is the high concentration of carbon dioxide in ISS air, typically about
3000 ppm. The temperature on board is 20-25 oC, typically about 22 oC. Low
relative humidity is maintained, 40-70 %, in order to avoid microorganism
proliferation and possible infections. A set of experiments is designed to test the
behavior of the fungus in a simulated ISS environment. The ISS atmosphere will
be created on earth and the development of the fungus on different substrates will
be tested. To investigate the effects of these stresses, model strains have to be
cultured in conditions that mimic the conditions seen in space flight [22,23].
Design, modeling and fabrication of a camera maintaining optimal air
temperature, relative humidity and pressure for the cultivation of both model
strains is necessary.
5. Conclusion
Despite the wide interest to explain ageing process, there are a number of
questions waiting for answers, e.g. how is the ROS level changing in cells exposed
to the extreme space conditions, because most of abiotic stresses evoke an
increased production of ROS. Remarkably little is known about the effects of
microgravity, space radiation, or other elements of spaceflight on fungal
physiology, developmental processes in eukaryotic cells and their ability to
synthesize important enzymes. It should be noted that ligninolytic fungi have not
been used in aging research in space.
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1. Introduction
This cyber attack is characterized in that it is an attack directed entirely at a
computer machine or a computer network for the purpose of reducing the
performance or completely blocking the operation of the computer machine. In
this way, these cyber attacks prevent authorized and legitimate users from
gaining access to a computer or computer network. The symptoms of SYN
Flood cyber attacks are associated with the inability to access a particular
website or all certain websites, an increase in the amount of false emails
received and too slow network performance [1], [3], [4], [6], [9], [11], [13].
Most cybercriminals use Distributed Denial of Service (DDoS) cyber
attack, which uses a large number of compromised hosts (zombies) who are
ordered to attack the victim's remote computer machine. Thus Denial of Service
cyber attacks are divided into [12], [14], [15], [16]:
 Cyber attacks aimed at bandwidth.
 Flood cyber attacks with requests for system services.
 Cyber-attacks with sending packets with "SYN" (SYN FLOOD) flag
activated.
 ICMP flood cyber attacks;
 Cyber attacks on clients with equal access, etc.
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Once a cybercriminals execute this attack, the consequences for the
organization can be [2], [5], [7], [8], [9], [10], [12]:
 Causing large financial losses.
 Completely shutting down or blocking the organization's Internet
connection.
 Completely isolate the organization from the Internet.
This paper is structured as follows. First, in section 2, detailed parameter’s
configuration for SYN Flood attack is performed. The achieved results are
presented in section 3. The final conclusions and recommendations in section 4
are made.
2. Experiment
The science experiment in a specialized university computer lab in the
Faculty of Technical Sciences at Konstantin Preslavsky was made. All of the
hosts in this lab were connected each other in Local Area Network (LAN). The
investigated computer network was consisted of 10 hosts and each of them was
using an additional 150 Mbps High Gain Wireless USB Adapter TL-WN721N.
In the computer lab a Cisco RV315W Wireless-N VPN Router has been used
and configured. The Dynamic Host Configuration Protocol (DHCP) in the
router’s configuration has been configured on purpose each host in this
computer lab to obtain a valid IPv4 addresses, network mask, DNS server
addresses and default gateway. The network ID of this LAN is 192.168.1.0/24.
The research host was configured with the following IPv4 address
192.168.1.118/24.
The operating system installed on the attacking computer is Kali Linux
4.12.0-kali-amd64#1 SMP Debian x86-64 GNU/Linux. The purpose of the
science experiment is to execute the SYN flood cyber attack against target host
in local area network. The utility ping for this purpose will be used.
3. Results
Flooding by sending countless many ICMP requests with activated only
SYN bit is one of the most serious type of Denial of Service cyber attacks. In
practice this cyber attack is known as the SYN Flood.
The cyber attack’s parameters are configured as follows:
 IPv4 address of the computer victim - 192.168.1.118.
 IPv4 address of the attacking host - 192.168.1.124.
 Size of each packet - 65501 bytes.
 Request timeout - up to 2 millisecond.
 Total number of requests to be sent - 99999999. The attack under a Linux
based operating system (Kali Linux) was started. This is shown on fig.1.
The consequences that can result in the victim's computer machine are
blocking the network card and necessary restarting the entire computer machine.
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If this attack is done very often, it may cause the network card to be completely
blocked and damaged.
The SYN Flood cyber attacks aims to overflow the network buffer with
only SYN-enabled network packets. This means that the three-way handshake
process over TCP is not completed and the cybercriminals continue to send
packets with only activated SYN flag to the victim machine. The malicious
users doesn’t send ACK flag back to the victim machine and therefore these
connections are half-opened and consuming hardware (machine) resources. As a
result, a legitimate user can no longer establish a network connection with the
victim's host because of started SYN Flood cyber attack. If this attack is
combined with sending countless requests under the ICMP protocol, then the
victim machine can be blocked even faster.

Fig. 1. Started SYN Flood cyber attack
In the computer space, some of the most malicious software programs used
to perform denial-of-service cyber-attacks are:
 Sprut.
 DoS HTTP.
 PHP DoS.
 Janidos.
 Supernove.
 BanglaDoS and etc.
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This scientific article also shows an additional real cyber attack directed
against TCP port 80 on host with IPv4 address 194.141.47.153. Four websites
are hosted on this server operating system and at the same time they are exposed
to real cyber-attack of type SYN Flood. In this case the cyber attack is created
using a botnet in order to mask the IP addresses of the infected devices. These
devices are working as zombies and the cybercriminals redirect all their network
connections to this server machine.

Fig. 2. SYN Flood cyber attack against real server machine
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Fig. 3. SYN Flood cyber attack against real server machine
NOTE: All of the scientific experiments and studies in this paper were
conducted in a specialized computer lab at the Faculty of Technical Sciences at
the Konstantin Preslavsky University of Shumen, consisting of several hosts.
Everything illustrated and explained in this paper is for research purposes and
the authors are not responsible for any misuse.
4. Conclusion
The Certified Ethical Hackers, Networks Security Officers and System
Administrators have to take the following security actions and mechanisms,
such as:
 Exclusion of all unnecessary system services from the operating system.
 Uninstall all unused software programs.
 Scan files received from external organizations and organizations.
 Configuring multiple firewalls in the organization's demilitarized zone
(server farm) and configure multiple systems to detect intrusion after the
demilitarized zone.
 Use of special software analysts to detect vulnerabilities and weaknesses
in the configuration and settings of the employee's operating system. The
network operating system of the routers in the organization must also be
scanned. The most useful analyzers that can be used are: Advanced Mail
40
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Bomber, Apache JMeter, GFI LanGuard, Mail Bomber, Nessus, Nmap and
Webserver Stress Tool.
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